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Abstract: 

In the outsourcing spatial database mode,data owner entrust query operations to a third party data 

server. Due to the third party data server could be affected by external attack or existence of its own 

insecurity,it is very important to establish an effective mechanism to verify the query results. This paper 

proposes a new query authentication method based on Apriori algorithm,which will return to the user all 

the associated results satisfied the query conditions. According to the characteristics of the query,we 

proposed a new authentication data structure named VMR-Tree. What’s more, we take the tailoring 

strategy on the results and return the user the most influencing result. Thus user through this mechanism 

can validate the authenticity,effectiveness and integrity of the result. In addition, the analysis of security 

analysis and performance shows that the proposed scheme is efficient and practical. 
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I. Introduction 

As an increasing role of information 

technology in organization, the size of information 

system gets larger, while the involved technology 

becomes more complicated. The outsourcing spatial 

database model arises at the historic moment. 

Adopting the outsourcing services, companies can 

outsource its business to a professional external 

organizations, such as entrusting the query 

operations to a third-party server. It can not only 

optimize the allocation of resources, but also reduce 

the investment cost of hardware and software, 

which is extremely advantageous to improve the 

function and efficiency of companies[1]. However, 

the third-party database server is not completely 

trusted. For example, data in the outsourced 

database are likely to be attacked, or the third-party 

server itself may not be totally security. So that 

means if lacking effective verification measures, 

client will be unable to confirm and trust the 

received query results. Therefore, in addition to 

ensure secure communication between client and 

server, an effective authentication mechanism must 

also be provided for the client to verify the accuracy, 

effectiveness and integrity of the outsourcing query 

response[2,3]. 

In recent years, many scholars have proposed 
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different query authentication methods in the field 

of outsourcing spatial database, including range 

query authentication[4,5], KNN (k Nearest 

Neighbor) query authentication[6], reverse KNN 

query authentication[7,8], etc. Recently some 

scholars put forward moving range query 

authentication[9], moving KNN query 

authentication [10], and shortest path query 

authentication [11] and so on. Such query methods 

[4-11] can effectively achieve the query and 

verification of the data integrity, however, they 

return only the similar result consistent with the 

query conditions, while in actual situation, 

returning the associated result is also very necessary. 

Taking the site selection as example. When 

merchants want to choose a site to establish a new 

store, he needs to consider the adjacent retail stores 

and whether there are customer groups nearby, such 

as residential area. It is competitive relationship 

between the same type of shops, whileas 

complementary relationship between customers and 

shops. That is to say the near customers obtain 

convenient from the shops, as well as promote the 

development of the shops. So the query response 

should include both the same type of store and the 

neighboring residential area. Faced with this 

situation, we first inspired by Apriori algorithm[12], 

one of the most classical data mining algorithms, 

which is designed to operate 

on databases containing transactions. When 

adopting Apriori algorithm, it can make the 

returned result related to the query condition by a 

certain degree according to the association rules. 

Consequently, it can provide an important reference 

basis for merchants to weigh the pros and cons of 

store site selection and has very important practical 

significance.  

So, in this paper, we address this problem and 

propose a query authentication mechanism for 

verifying the query results in outsourcing spatial 

database.Our contributions are as follows. 

(1)The proposed scheme is based on Apriori 

algorithm, which provide the method for returning 

both the competition and complementary data 

points once query requests are submitted.  

(2)On the basis of the existing authentication 

structure, we first put forward a new authenticated 

structure named VMR-Tree, and then show how to 

apply it to realize the authentication of query results 

in authenticity, effectiveness and integrity. 

(3)What’s more, using the clipping algorithm, 

our scheme makes the query results more influential, 

which better meet the requirements of clients. The 

analysis of security analysis and performance 

shows that our scheme is quite efficient and 

practical. 

The rest of paper is organized as follows: 

section-2 presents some preliminaries and concepts 

used in our scheme. In section-3 we describe the 

problem and introduce the new authenticated 

structure VMR-Tree. Then in section-4, we 

construct the query authentication mechanism based 

on the Apriori algorithm. Section-5 gives the 

security analysis while section-6 lists experimental 

results. Finally, we conclude this paper in section-7. 

II. Preliminaries and notations 

A. Outsourcing spatial database model 

Database outsourcing refers that a company or 

an organization outsources its database 

management to a third-party server, so that they can 

reduce significantly their financial overhead of data 

storage and maintenance[13]. In outsourcing spatial 

database mode model, as shows in figure 1, the 

main participants are the Data Owner, Service 

Provider and Client[14]. Data owner can be either 

individual consumers or organizations,who has 

large data to be stored in the third-party server for 

data maintenance and computation. It has the 

ownership of data and can manage data’s 

permission. Service provider is the manager of 

third-party, who has significant storage space and 
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computation resource.It is responsible for data 

storage, receiving and executing the client queries. 

Client is the one who want to query Data Owner’s 

data from Service Provider, and obtain the returned 

results.  

Figure 1. Outsourcing database spatial database 

model 

B. MR-Tree and Query authentication 

When Data Owner outsource their data to the 

third-party server. The Client can then submits 

queries to Service Provider and receive the query 

result returned by it. Since data is stored in the 

incompletetrusted third-party server, database 

system of outsourcing may be suffered by external 

malicious attacks or the third-party server itself do 

the malicious operation, leading to the query results 

that customers get may have been tampered or 

omission. Hence, there must be mechanisms to 

ensure Client to authenticate the query results in 

terms of correctness, effectiveness and integrity. As 

a Result, Service Provider returns the Client 

information, which contains not only the query 

Result, but also a verification object(VO) showed in 

figure 1.Then Client use the verification 

information VO to realize the query authentication. 

So, In order to build the verification 

information, Yang et al. [4] proposed authenticated  

data structure(ADS) called Merkle R-Tree 

(MR-Tree), which is a spatial index structure based 

on R*-Tree and Merkle-Tree. By the traversal of 

MR-Tree, the third-party server can build VO for 

integrity verification in outsourced database query. 

The whole working process is as follows:  

(1) Data Owner construct a MR-Tree according 

to the outsourcing data, and sign the root node in 

the MR-Tree using his private key. Then Data 

Owner will send to Service Provider the data 

together with the signature;  

(2) Upon receiving the data from Data Owner, 

Service Provider use the same algorithm to 

construct MR-Tree. When get query requests from 

Client, Service Provider first perform the search 

operation to get the qualified data as the query 

result, then traverse MR-Tree to get related nodes 

as VO, finally returned to the Client the result and 

VO, as well as the signature received from the data 

owner ;  

(3) After receiving all the information, Client 

first rebuild MR-Tree and get a root node, then use 

the data owner's public key to verify that the root 

node in the signature is consistent with this rebuilt 

root node. If true, that means data returned by 

Service Provider is correct, so as to realize the data 

validation. 

C. Apriori algorithm and Association Rules 

Apriori algorithm is a classical association rule 

mining algorithm [15], and its basic idea is to recur 

the frequent itemsets. Using the method of iteration 

step by step, and in accordance with the itemsets by 

increasing order, the algorithm finds frequent 

itemsets from the candidate itemsets togenerate 

association rules.  

Association rules are on behalf of the 

association or relationship between itemsets [16]. 

For example, an association rule BA⇒ , in which 

A and B represent the transaction. The association 

rule shows that in the transaction of database, if A is 

true, then the probability about B is true is very 

high, which means there are certain correlation 

between A and B. The property of the association 

rules can be described by the degree of Support and 

Confidence. Support refers to the probability that A 

and B appear simultaneously in all transaction. 

Confidence points to the probability of B appears at 
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the same time when A is included in the transaction. 

Both of them have the range of value. If an 

association rule meets the minimum Support and 

minimum Confidence at the same time,we call it the 

strong association rule. In Apriori algorithm, 

minimum Support and minimum Confidence are 

directly related to the correlation data accuracy and 

efficiency of the algorithm.  

III. Problem Description 

A. Definition  

Definition 1dist (p, q) refers to the distance of 

the point p and q; dist(f) stands for the diagonal 

length of rectangle f .  

Definition 2 Association rule X => Y has 

Support S, means the percentage that X and Y” 

contained in transaction is S , namely the 

probability P (X∪Y):  

S(X => Y) = P (X∪Y) = S (X∪Y) 

Definition 3 Association rule X =>Y has 

Confidence C, means the percentage that "contains 

X also contains Y" in transaction is C, namely the 

conditional probability P (Y/X):  

C(X=>Y)= P(Y/X)= S(X∪Y)/S(X)  

Definition 4 Given data set D, the specified 

minimum Support Smin and minimum Confidence 

Cmin, if association rule X => Y meet 

S(X=>Y)≥Smin,C(X=>Y)≥Smin,then the 

association rule is an strong association rule.  

Definition 5 Radius-equal Circle refers to the 

circle with a fixed radius d. There are two 

relationships between two Radius-equal Circles: 

intersecting and non-intersecting. If there exists two 

Radius-equal Circle,for example. When the distance 

between the Centers of them is less than twice of 

the radius, their relation is intersecting. When the 

distance between the Centers of them is more than 

twice of the radius, there is no intersection between 

them, so the relation is non-intersecting. And the 

fixed value d is the basis to judge the mutual 

influence between two points, which is used for 

filtering the result points. How to determine the 

value of d is very vital. If too large, all the 

Radius-equal Circles of result points will intersect; 

if too small, all the Radius-equal Circles of result 

points will disjoint, which is not conducive to filter 

the results. So the selection for the value of d 

should be reasonable, generally according to the 

experience and the actual situation and defined as a 

fixed value in advance.  

Definition 6 Competition node refers to the 

similar points of query conditions, which competing 

with the query point; Complementary node refers to 

the point that is complementary to the query 

conditions, with a mutually promoting relationship. 

For example, to choose a site for restaurant, we 

define the "restaurant" be the query node. Then the 

restaurants within the range belong to Competition 

nodes to the query node, while the residential areas 

are Complementary nodes. If the distance of the 

Competition and Complementary nodes is less than 

d, presenting the mutual influence between them is 

large, so the influence for user query point is small. 

For such nodes must be cut off and users can test 

and verify these cutting nodes at the same time.  

B. Properties of the query authentication 

Query authentication should return to client not 

only the results satisfying the query conditions, but 

also the verification information to determine 

whether the results point to satisfy the properties of 

the query verification. The properties of the query 

authentication include the following three aspects:  

(1) Authenticity: all data in the result originated 

from the data owner, not be suffered by 

unauthorized or malicious operations such as 

adding, deleting, modifying;  

(2) Effectiveness: to guarantee user results 

point satisfy the client's query request;  

(3) Integrity: to ensure that there is no omission 

results that could satisfy the query requirement, 
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namely all data satisfying the query conditions is 

included in the result; 

So we can see, the results returned to client 

should meet the above three aspects to realize the 

query authentication.  

C. Variant MR-Tree 

For the query authentication based on Apriori 

algorithm, it is not proper to directly use existing 

verification technology as the efficiency of the 

scheme will decline. Therefore, based on the 

authenticated data structure MR-Tree , combining 

the characteristics of the outsourcing spatial   

database as well as the nature of the Apriori 

algorithm, this paper proposes a new authentication 

data structure called Variant MR-Tree(VMR-Tree), 

achieving authenticate Competition and 

Complementary nodes at the same time and 

providing the function to verify cutting point. As 

shown in figure 2, it is a sample of spatial data set, 

while figure 3 build the VMR-Tree based on the 

data set. Next we will introduce what is VMR-Tree 

and how to construct the VMR-Tree to satisfy the 

query authentication.  

In the VMR - Tree, A leaf node stores a data 

point, and a non-leaf node store a digest α and a 

rectangle β. The digest information is calculated by 

the one-way hash function.αis the digest 

information after linking its child nodes, namely 

linking the hash function values of the two child 

nodes together, as with the symbol "|" ; βrepresent 

the minimum bounding rectangle of its child node.  

According to the properties and characteristics 

of the query authentication based on Apriori 

algorithm,all the data points exist a certain 

correlation with the query point. So based on the 

correlation, the results point can be divided into two 

kinds: Competition nodes and Complementary 

nodes, donated by mi, nirespectively and stored in a 

leaf node. Assume that the layer of leaf nodes is L, 

then the non-leaf node in the layer (L-1) is a 

combination of a Competition node mi and its 

recent unpaired Complementary node ni, 

constituting the node’s digest α and the rectangle β. 

The leaf nodes in other layers are made up of its 

two child nodes, and finally we get the root node.  

When the diagonal of the rectangle stored in a 

non-leaf node is smaller than d, we use fi to 

represent such nodes, with its storage digest fi.αand 

rectangle fi.β; When the diagonal of  non-leaf 

node’s rectangular area is equal or larger than d, we 

express these nodes with ei , storing digest ei.αand 

rectangle ei.β. Such as e1.α=hash(m1|n1), 

f2.α=hash(m2|n2), e10.α=hash(f3|f4),   

e11.α=hash(f5|e6), etc. By recursive calculation from 

the bottom leaf nodes to root node, finally get the 

root’s digest hroot=eroot.α=hash(e13|e14) . Then data 

owner will sign for hroot using the public-key 

signature method and obtain the signature Sig (hroot). 

When verifying, the client should just make sure 

that the constructed root node using the information 

received from the third-party server is consistent 

with that root node signed in the signature. So 

VMR-Tree is a secure and efficient index structure 

and can prove the authenticity of the data. 
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Figure3. VMR-Tree 

 

    The next is how to build the verification 

information VO. Figure 2 as an example, clients 

want to query within the range of ⊙(q,r), which is 

the circle with center q and radius r, then we can 

get the query result {m1,n1,m2,n2,m5,n6}. Since the 

user needs to be returned the larger influence node, 

while dist(m2,n2)≤ d, dist (m5, n5) ≤ d, so after 

cutting, the query result is the set {m1,n1,n6}. 

In order to verify the authenticity of the results, 

the third-party server traversal depth-first through 

VMR-Tree to generate a verification object VO, 

whose method is as follows? First, we consider the 

relationship between the leaf node and ⊙(q,r). 

Assume a leaf node in Lth layer, for the non-leaf 

node ei in (L-1)th layer, if eiis intersecting with ⊙

(q,r),we add these nodes to the VO, such as m1,n1, 

etc. And for the leaf node fi, we add fi directly to the 

VO, such as the f2,f5, etc. If the non-leaf node is 

non-intersecting with ⊙ (q,r) ,we add all these 

nodes into VO and its subtree will not be access, 

such as e8,e10, etc. Finally we get the VO. In this 

example, VO 

={{{{m1,n1},f2},{ f3,f4}},{{f5,{m6,n6}},{{m7,n7},{m

8,n8}}}},where { and } are tokens for marking the 

start and end of a node. 

When the third-party server send to the client 

VO and the signature of the root node from 

VMR-Tree, the client can reconstruct the 

VMR-Tree through the VO and calculate the digest 

informationof the rebuilt root node. Then the client 

use the data owner's public key to obtain the root 

node from the received signature and compare the 

two root nodes. If consistent, it ensures 

theauthenticity of the information. For validity, as 

long as the result points are within the user's query 

range, it means they are valid and effective. To 

verify the integrity, the client first verified whether 

fi meets dist(f)≤ d in the VO, representing that the 

mutual influence of cutting points is large, which 

means these points are small influence to client; 

Secondly, the client test whether the eiin the VO is 

intersected with the query range. If intersected, that 

shows that there may be omitted result points, 

because the intersected rectangle possibly have data 

points that meet user query condition. If not exist 

the intersection between the non-leaf node and 

query range, thus ensuring the data integrity.  

IV. A Method of Query and Verification 

Data owner builds a VMR-Tree, and signs the 

root node before sending it to the server. The 

following passage will specify how the server query 

and client verification is maintained and the 

relevant algorithm. 

Here is the server algorithm, in which "n" stands 

for the node quantity, and O (n) for time 

complexity. 

Algorithm 1: Server: 

Input:query node—q,query radius—r 

Output:Result,VO.  // VO stands for the 

collection of verification information 

1. Query range R = ⊙⊙⊙⊙(q, r),Possible query 

range R1=⊙⊙⊙⊙(q, r+d); 

2. Based on R1, calculating the possible nodes 

and save them in set S; 

3. Find out the circles of the same radius of 

the possible nodes(d is the radius); 

4. Separating the set of competition 

nodes—M and the set of complementary 

nodes –N from S ; 

5. If  i∈∈∈∈ M,  j ∈∈∈∈ N&&if  ⊙⊙⊙⊙(i, d)∩ ⊙⊙⊙⊙(j, 
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d)  != ∅∅∅∅,delete i, j ; 

6. If dist(i,q)>r,delete i ;if dist(i,q)>r,delete j ; 

7. Result=M,N ; 

8. VO = DepthFirstRangeSearch(TD.root, R); 

9. Return Result,VO; 

First, the server decides query range according 

to query node (q) and query radius (r) and then 

compute the possible query range (R1). Based on 

the strong association rules reached by the set 

minimum degree of support (Smin) and the 

minimum degree confidence (Cmin),the server can 

work out the possible nodes and save them in set S. 

Then it can find all the circles of the same radius of 

the nodes in set S, that is, the circles which take the 

possible nodes as centers and with a radius of d and 

which are either separate or intersecting with each 

other. According to the properties of the nodes in 

set S, they can be classified as competition nodes 

and complementary nodes, which will be 

respectively put in set M and N. 

Since what the client needs are the nodes having 

great influence, it is necessary to clip the nodes. We 

define here that if circles of the same radius of 

competition nodes and complementary nodes 

intersect with each other, the influence of the 

competition nodes and complementary nodes will 

be weakened, and we clip them. Then we will check 

whether the clipped node is included in the query 

range. If it is, it will be kept; and if not, it will be 

deleted. In order to make the client verify the query 

results, that is, set M and set N we got, the server 

will make a depth-first traversal through VMR-Tree, 

and save the results in the verification information 

(VO). Finally, the server sends the results we got, 

VO and the encrypted information of the summary 

of root node of VMR-Tree to the client.  

After receiving the information sent by the 

server, the client will operate its own algorithm to 

find the result nodes and further check whether it 

satisfies the properties of the query authentication. 

Here is the client verification algorithm, in which 

"n" stands for the node quantity,and "O (n)" for 

time complexity. 

Algorithm 2—Client: 

Obtain Result,VO and encrypted digest 

information of root node of VMR-Tree from 

the server ; 

1. h'root = the digest information of root node 

of VMR-Tree restructured from VO; 

2. if h'rootis right, then 

3. D =datanode (pi) got from VO; 

4. E= Non-leaf node (ei) got from VO ; 

5. F = Non-leaf node (fi)got from VO; 

6. R= ⊙⊙⊙⊙(q, r); 

7. Result'= the possible nodes calculated from 

D; 

8. if  Result'= M+N then ; 

9. if  ∀∀∀∀fi∈∈∈∈ F,dist(f)<d ; 

10. if ∀∀∀∀ei∈∈∈∈ E,e ∩ R = ∅∅∅∅ then it is validated 

When the client have obtained the verification 

information VO and encrypted digest information 

of root node of VMR-Tree, it restructures the digest 

information of root node of VMR-Tree (h'root) 

through verification information VO. Meanwhile, 

using the public key published by the server to 

decrypt the obtained encrypted digest information 

of root node of VMR-Tree and compare the 

decrypted digest information and the calculated 

information. If they are the same, the client will 

save the data node got from VO in set D, and 

non-object node, that is, non-leaf node will be 

saved either in set E or F according to their 

properties. Then, calculating the possible set 

(Result') from D, and make a comparison and 

judgment between the union set of M and N in 

Result and Result'. After the judgment, verify if the 

diagonal of rectangular area which represents all the 

elements in set F is less than d, and check if there is 

intersection between region R and non-leaf node set 

(E), if there isn’t, then it is validated. 
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V. Analysis of Security 

A. Authenticity 

Verification of authenticity is to ensure that the 

data received by the client is built and updated by 

the data owner and to ensure the query result is real 

and trustworthy. When having received the 

verification object (VO), the server can restructure 

the digest information of root node of VMR-Tree 

(h'root) and use the public key published by the 

server to decrypt the obtained encrypted digest 

information of root node of VMR-Tree. If h'rootis 

the same as the decrypted digest information of root 

node, then the obtained result is correct, or the data 

may have been maliciously tempered. 

B. Effectiveness 

Effectiveness is to ensure the query request 

made by the user is executed correctly by the server 

and the return data is within the query range of the 

user, in other words, it is valid as long as it meets 

the query criteria. Once received the query request, 

the server will find query range (R) according to 

query node (q) and query radius (r), and further 

decide the possible query range (R1). Based on the 

association rules, the server will work out possible 

nodes in the possible query range (R1). Then, nodes 

will be classified into competition and 

complementary nodes on the basis of their 

properties and be saved respectively in set M and N. 

In order to clip the nodes, the server will calculate 

the circles of the same radius of the possible nodes 

and check their position relation as separate or 

intersecting. If the circles of the competition nodes 

intersect with that of the complementary nodes, we 

clip them. Finally, we will check whether the 

clipped node is included in the query range (R). If it 

is, it will be kept; and if not, it will be deleted. The 

obtained set M and N will be the query results. 

After receiving the information sent from the server, 

the client will operate its own algorithm to find the 

set of possible nodes (Result′) is the same as Result, 

thus finishing the verification of the validity of the 

results. 

C. Integrity 

After having verified the authenticity and 

effectiveness of the results, the user then verifies its 

integrity. Integrity requires the server queries and 

matches the data meeting the criteria without 

omission of any information. The return results 

shall include all the data nodes satisfying the query 

criteria. Once receiving VO, first the user verify 

whether fi in VO satisfy that dist(f) is less than d, 

thus guarantee the omitted nodes are less influential. 

Next, whether the query range of the user intersects 

with node ei in VO will be checked. And if they do, 

there may be some nodes left out because there may 

be nodes satisfying the user’s query. If there isn’t 

intersecting non-leaf node, then no data is lost or 

omitted and it is validated.  

If some of the data in the server is attacked, for 

example, in picture 3 when e6 is attacked,it doesn’t 

return to m6 or n6 instead it going back to e6,then 

the correctness and validity of the query results can 

be verified but the integrity cannot be guaranteed 

for its integrity is relevant to e6. It can be verified 

that the user’s query range intersects with node e6 in 

VO, which means there may exists nodes satisfying 

the criteria in e6, thus verifying the nodes returned 

from the server have omitted some information. As 

a result, attack to any part of VMR-Tree can have 

an influence on the query results. 

However, the verification of the clipping nodes 

is reached through fi in VO. For example, in picture 

3, by searching the possible query range R1=⊙

(q,r+d),the server queries node m5 of n5, which is 

within the query range. Since dist(n5,m5)<d,the 

server clips m5 and n5 according to clipping 

algorithm. When the user receives VO, it can be 

verified dist(f5)<d, indicating nodes in f5 surely 

need to be clipped and further testify that the server 

has not maliciously clipped the results. Therefore, 

the solution can not only help to select the results 

but also verify the integrity of the data, thus better 
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meet the user’s needs. 

VI. Analysis of experiment 

A. Analysis of performance  

Take the spatial data set given in picture two for 

example, there are 200 query nodes numbered as 

q1,q2,q3…q200 spread evenly in the selected region 

with an area of 122*88, and each node meets the 

association rules with others. After selecting query 

radius (r) and clipping criteria (d), we will calculate 

the proportion of the valid nodes to the results (p) 

and analyze mathematic expectation and variance 

of the proportion of 200 query nodes (p) under the 

condition when r and d is certain. 

The analysis of the statistic in Chart 1 indicates 

that as the evaluation of r varies, the clipping effect 

is best when the evaluation ranges from 10 to 20. 

After pairing the elements from set M and N 

respectively, we get the distance arranged from 

small  

to big as: 

5.98,8.83,9.32,11.74,17.34,21.77,22.20,25.20. The 

analysis of the statistic in Chart 2 indicates that the 

data of the former 1/3 and the latter 1/3 of the 

sequence array has better effect. As d increasing, 

there will be more nodes and the variance tends 

steady. 

Chart 1: Mathematic expectation of the proportion 

of 200 query nodes (p) 

       d 

r 
5 10 15 20 25 30 

5 0.0962 0.0641 0.0513 0.0385 0.0128 0 

10 0.359 0.2532 0.2115 0.1635 0.0577 0 

15 0.6282 0.438 0.3643 0.2874 0.0951 0 

20 0.8654 0.6015 0.5179 0.4038 0.1325 0 

25 0.9615 0.6625 0.5741 0.4393 0.141 0 

30 1 0.6727 0.5816 0.4412 0.1311 0 

35 1 0.6651 0.5677 0.433 0.1354 0 

40 1 0.6589 0.5605 0.4282 0.1339 0 

B. Result verification 

Through a variety of experiments, the safety 

analysis is verified. Chart 3 is the extract of analysis 

of typical testing case. After analyzing chart 3, the 

testing results meet the expectation and the solution 

has passed the verification of correctness, validity 

and integrity. 

 

 

Chart 2: Variance of the proportion of 200 query 

nodes (p) 

       d 

r 
5 10 15 20 25 30 

5 0.0869 0.06 0.0487 0.037 0.0127 0 

10 0.2301 0.1875 0.1668 0.1351 0.0544 0 

15 0.2336 0.2323 0.2254 0.1954 0.083 0 

20 0.1165 0.1979 0.2254 0.2016 0.0964 0 

25 0.037 0.1357 0.19 0.174 0.083 0 

30 0 0.0874 0.1495 0.1334 0.054 0 

35 0 0.0597 0.1182 0.1025 0.0453 0 

40 0 0.046 0.0953 0.0734 0.0379 0 

45 0 0.0332 0.0726 0.052 0.0329 0 

 

Chart 3:Classification of attack test 

Types of Attack Correctness Validity Integrity 

Modify data nodes NP   

Delete correct nodes P NP  

Add random nodes P NP  

Replace Correct nodes by clipping 

nodes 
P NP  

Add clipping nodes to correct set P P NP 

Move correct nodes to clipping set P P NP 

"NP" stands for NO PASS, and "P" for PASS 

VII. Conclusion 

A method of query and verification based on 

Apriori algorithm was put forward, through which 
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the user can query the relevant nodes, including the 

competition and complementary nodes. By using 

fast clipping method over the nodes, the 

communication traffic is lessened and the query 

result is more influential. On the basis of the existed 

verification structure, we put forward a new 

verification tree—Variant MR-Tree, which can 

verify the correctness, validity and integrity of the 

results. What’s innovative of the paper is having 

raised a thought of query and verification based on 

Apriori algorithm and designed the relevant 

algorithm. Besides, it has verified the integrity of 

the results and improved the efficiency of 

verification, thus better satisfy user’s needs. 
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