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Abstract: 
 

Steganography is a science and art of hiding data on a media. Steganography is created as one of the 

methods used to secure data by hiding it in other media so that it is "not visible". LSB insertion is done by 

modifying the last bit in one byte of data. The final result of this application is a stego image that contains 

the inserted message. The stego image has the exact same size and shape as the original image media. 

Even though the pixel bits of the image media has changed due to insertion, the changes are not so 

significant, so that they cannot be detected by ordinary human eyes. The purpose of this study is to know 

the effect of giving noise and rotating objects by 180 degrees. From the research, it was found that giving 

light noise did not damage the information in the image. While large noise causes information in the image 

cannot be extracted. Likewise, when the image is rotated 180 degrees, the text cannot be extracted. 
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I. INTRODUCTION 

Steganography is a technique to hide messages in 

the media so that the existence of the message is 

hidden and difficult to find. Information security 

depends on encryption and steganography has the 

function of adding that layer of security [12]. 

Steganography can be embedded in media images, 

audio, and video. Many algorithms and procedures 

in steganography, one of which is the Least 

Significant Bit (LSB) method, is used to hide text in 

images [1]. The aim is to make communication that 

cannot be understood by people who do not have 

the Stegano key [2]. 

The LSB method starts with preparing a secret 

message and cover image which is then carried out 

by the encoder process. In the encoder process, one 

or more protocols will be implemented to embed 

confidential information into the cover image that 

will produce the original appearance. Original 

media that has been inserted secret text is called 

stegoimage. Using the stego key in the embedding 

process can reduce the chance of third parties to 

open stegoimage and decode to find out 

confidential information [3]. 

 

The process of embedding text in images using 

the LSB method steganography, in general, is like 

Figure 1. 
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Fig. 1Flowchart Least Significant Bit (LSB) 

(a) The process of embedding text, (b) The process of text extraction 

 

The .BMP file format, also known as a bitmap 

file format or independent bitmap (DIB) or just 

bitmap device, is a raster graphics image file format 

used to store digital bitmap images [5]. 

BMP file format is able to store two-dimensional 

digital images both monochrome and color, in 

various color depths, and optionally with data 

compression, alpha channels, and color profiles. 

The Windows Metafile specification (WMF) 

includes the BMP file format [6]. Among other 

things, a graphical device interface that defines 

BMP constants and structures. 

Device Independent Bitmap (DIB) is a format 

used to define independent bitmap devices in 

various color resolutions. The main purpose of DIB 

is to let bitmaps be moved from one device to 

another. DIB is an external format, in contrast to the 

bitmap that relies on the device, which appears on 

the system as a bitmap object. DIB is usually 

metafile (usually using the StretchDIBits ()) 

function, BMP file, and Clipboard data format 

(CF_DIB) [7]. 

 
Fig. 2Bitmap Format Structure [8] 

Insertion of changes in LSB based on the number 

of bits in the image. 24-bit bitmap images are good 

image files to hide data. The reason is that 

compiling information becomes very easy when 

high-quality images are used. The eight bits are 

used for the purpose of changing to message bits 

that need to be sent confidentially in the LSB 

method. We can store 3 bits in each pixel by 

changing the bits of each RGB color element (red, 

green, blue) for a 24-bit image. We can use 8 bits in 

the image each byte in the case of BMP (grayscale). 

Here, secret messages the size of 1/8 of the image 

are stored [14] 

 

II. LITERTURE REVIEW 

1) GarimaTomar : Effect of Noise on image 

steganography based on LSB insertion and RSA 

encryption. Discuss the simulation of effective data 

concealment techniques, namely steganography 

based on LSB insertion and RSA encryption to 

provide seven million times better security in 

connection with hidden data. The main scheme 

proposed is to encrypt confidential data (secret data) 

with the RSA 1024 algorithm, convert it to binary 

bits and then insert it into each pixel cover by 

modifying the least significant pixel cover (Least 

Significant Bits) [9]. 

2) MekhaJose : Hiding Image in Image Using 

LSB Insertion Method with Improved Security and 

Quality. Lifting themes about an image that is 

hidden using the steganography method, hiding the 

image in the cover image. This steganography 

method aims to minimize the visual picture and the 

statistical difference between the cover image and 

the stego image with an increase in the size of the 

load. The proposed algorithm uses binary code 

which is a binary representation of pixels in the 

image. This algorithm uses the Least Significant 

Bits (LSB), which is a popular technique in 

steganography, where a small portion of its closing 

bits are changed by bits of confidential data. The 

proposed method incorporates a randomization 

algorithm that increases the security of the LSB 

scheme. The cutout of the secret image is embedded 

in random pixels from the cover image and these 

random pixels are generated by the RC4 algorithm. 

This system enhances Security techniques LSB 
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randomly distributes secret images on cover images 

that make it harder to not authorized people to 

extract the original image. Because all the secret 

image bits are embedded on the cover of the image, 

the secret image can certainly be regenerated from 

the stego-image and thus the image quality is 

maintained by the system. Thus the application of 

the proposed system of Steganography to images, 

with improved security and image quality [10]. 

3) R. K. Singh, D. K. Shaw, and M. J. 
Alam[13] : Experimental Studies of LSB 

Watermarking with Different Noise. Experiment 

with the impact of giving different noise to LSB 

watermarking. Assisted with PSNR analysis, SNR 

and correlation coefficient. 

III. METHODOLOGY 

Broadly speaking, this method is divided into two 

main processes, namely, hide a message or message 

insertion and extract message or detect hidden 

messages again. In the process of message insertion 

(embedding message) begins by selecting the image 

that will be used as the cover object to insert and 

hide the message into the image then determine the 

key file that will be used as the password in the 

extract process and write the contents of the 

message text that will be inserted into the image. 

Whereas in the message extraction process begins 

by selecting an image file or cover object that will 

be extracted and entered a key file, the results of 

which are the extraction of messages can be stored 

on one particular file selected [11]. 

To measure the level of change in quality, PSNR 

(Peak Signal to Noise Ratio) calculation is a 

comparison between the maximum value of the 

signal measured by the amount of noise that affects 

the signal. PSNR is usually measured in decibels. 

To determine the PSNR, it must first be determined 

the average value of the error (MSE-Mean Square 

Error). Calculation of MSE is as follows [11]. 
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where : 

MSE = Mean Square Error  

m = image length (in pixels) 

n = image width (in pixels) 

(i,j) = coordinates of each pixel 

I = the image bit value in coordinates i, j 

K = value of gray image degree in coordinates 

i, j 

 

Furthermore, the PSNR value is calculated from 

the square of the maximum signal value divided by 

MSE. If the PSNR value is determined in decibels 

(dB), the PSNR formulation is as follows [11]. 

 

���� = 10. ��� �� !"���� # = 20. ��� %� !"√���' 
where : 

PSNR = value of image PSNR (in dB) 

MAXi = maximum pixel value 

MSE  = value of MSE 

 

As a test of the treatment of images, small noise 

and large noise are carried out [13]. This is to find 

out how influential if it turns out that in the process 

the image is modified. In addition, a trial is also 

conducted, if the image has been inserted text, a 

rotation is carried out 180 degrees. 

 
 

Fig. 3 MSE Calculation Flowchart (a) and PSNR Calculation Flowchart (b) 
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IV. RESULT AND DISCUSSION 

 

Tests are carried out on six test images that have 

contained hidden messages through the 

steganography application that was created. The six 

test images will be inserted a number of characters 

with varying amounts. 

 

   
Autum.bmp Bayi. bmp Bourtange.bmp 

   
Canberra.bmp Doraemon.bmp Truck.bmp 

 
Fig. 4.Test image with the .bmp format 

 
TABLE I 

IMAGE TESTING AND FILE SIZE BEFORE AND AFTER TEXT IS 

INSERTED 

 

Image Size 

(pixel x pixel) 

Size of the 

Initial 

Image(kb) 

Final Image Size 

Number of 

Characters 
(kb) 

Autum.bmp 

600x600 1.055 143 

266 

413 

534 

652 

1.055 

1.055 

1.055 

1.055 

1.055 

Bayi. bmp 

600x600 1.055 143 

266 

413 

534 

652 

1.055 

1.055 

1.055 

1.055 

1.055 

Bourtange.bmp 

600x600 1.055 143 

266 

413 

534 

652 

1.055 

1.055 

1.055 

1.055 

1.055 

Canberra.bmp 

600x600 1.055 143 

266 

413 

1.055 

1.055 

1.055 

Image Size 

(pixel x pixel) 

Size of the 

Initial 

Image(kb) 

Final Image Size 

Number of 

Characters 
(kb) 

534 

652 

1.055 

1.055 

Doraemon.bmp 

600x600 1.055 143 

266 

413 

534 

652 

1.055 

1.055 

1.055 

1.055 

1.055 

Truck.bmp 

600x600 1.055 143 

266 

413 

534 

652 

1.055 

1.055 

1.055 

1.055 

1.055 

 

After tabulating the size of the image file before 

and after inserting the text characters, then PSNR is 

calculated using the Matlab software. The results of 

the calculation are as follows: 

 
TABLE 2 

THE RESULTS OF IMAGE TESTING IN THE PSNR VALUE (dB) 
 

 
 

 
 

Fig. 5Graph comparison of PSNR value (dB) to the number of characters 

inserted. 

 

Autum Bayi Bourtange Canberra Doraemon Truck

1 143 72.6037 72.598 72.7085 72.7109 72.2202 72.6297

2 266 70.6117 70.6231 70.6698 70.6662 70.1985 70.6496

3 413 68.0251 68.0586 68.1103 68.08 67.649 68.088

4 534 66.948 66.9685 67.0174 66.9695 66.5539 66.9722

5 652 66.0801 66.1042 66.1636 66.1305 65.6777 66.1113

PSNR (db)Jumlah Karakter yg 

Disisipkan
No

143 266 413 534 652

Autum 72.6037 70.6117 68.0251 66.948 66.0801

Bayi 72.598 70.6231 68.0586 66.9685 66.1042

Bourtange 72.7085 70.6698 68.1103 67.0174 66.1636

Canberra 72.7109 70.6662 68.08 66.9695 66.1305

Doraemon 72.2202 70.1985 67.649 66.5539 65.6777

Truck 72.6297 70.6496 68.088 66.9722 66.1113
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In this test, the sample taken is the image of 

Bayi.bmp, which has been inserted in the text. 

Testing is done by using 3 treatments, namely 

giving light noise, giving heavy noise and rotating 

the image by 180 degrees 

 

1) Mild noise 

 

 
MSE PSNR Decryption Process 

107.0405 27.8353 success 

 

2) Heavy Noise 

 

 
MSE PSNR Decryption Process 

4.2167e+03 11.8810 fail 

 

3) Rotated 180 degrees 

 

 
MSE PSNR Decryption Process 

3.8917e+03 12.2294 fail 

 

The results of the test obtained the following 

results 

1. The image of Bayi.bmp given mild noise, 

with MSE of 107.0405 and PSNR of 

27.8353 dB, the inserted text can still be 

extracted 

2. The image of Bayi.bmp given heavy noise, 

with MSE of 4.2167e + 03 and PSNR of 

11.8810 dB, the inserted text cannot be 

extracted or damaged. 

3. Bayi.bmp image rotated 180 degrees, with 

MSE of 3.8917e + 03 and PSNR of 12.2294 

dB, the inserted text cannot be extracted or 

damaged 

V. CONCLUSION 

In the process of extraction, the message or 

information stored on the test image file in the 

Steganography application can be recovered in its 

entirety or in other words the message inserted 

before the insertion process and after the extraction 

process is the same without any changes or 

disturbances that can not be obtained. fully. 

Giving light noise to stego objects does not 

damage the inserted text data, but heavy noise that 

causes high MSE values can cause data to be 

completely damaged and cannot be repaired, as 

well as rotating an image by 180 degrees can cause 

the inserted text to be damaged. It can be concluded 

that 24-bit Bitmap images have a vulnerability to 

modification. 

 

REFERENCES 

[1] Gabriel MachariaKamau, Stephen Kimani, 

WaweruMwangi,"An Enhanced Least Significant 

Bit Steganographic Method forInformation Hiding", 

www.iiste.org, ISSN 2224,5782, Vol 2, No.9. 2012. 

[2] Chandramouli, R., Memon, N. "Analysis of LSB 

based image steganography techniques ", Image 

Processing, Proceedings. 2001 International 

Conference on,pub. IEEE, Vol. 3. 2001. 

[3] Juneja, M.,Sandhu, P.S., "Designing of Robust 

Image Steganography Technique Based on LSB 

Insertion and Encryption",Advances in Recent 

Technologies in Communication and Computing, 

ARTCom '09. International Conference on, 2009. 

[4] James D. Murray; William vanRyper (April 1996). 

"Encyclopedia of Graphics File Formats" (Second 



International Journal of Computer Techniques -– Volume 5 Issue 6, Nov – Dec 2018 

ISSN : 2394-2231                                        http://www.ijctjournal.org Page 100 

ed.). O'Reilly. bmp. ISBN 1-56592-161-5. 

Retrieved 2014-03-07. 

[5] James D. Murray; William vanRyper. 

"Encyclopedia of Graphics File Formats" (Second 

ed.). O'Reilly. os2bmp. ISBN 1-56592-161-5. 

Retrieved 2014-03-07. 1996. 

[6] "[MS-WMF]: Windows Metafile Format". MSDN. 

2014-02-13. Retrieved 2014-03-12. 

[7] "DIBs and Their Uses". Microsoft Help and 

Support. Retrieved 2015-05-14. 

[8] Sulianta, Feri. TeknikMenyembunyikan File. Elex 

Media Komputindo, Jakarta. 2009. 

[9] GarimaTomar, Effect of Noise on image 

steganography based on LSB insertion and RSA 

encryption, Faculty of Electrical and 

Electronics,MITS Ujjain, IOSR Journal of 

Engineering, Mar. 2012, Vol. 2(3) pp: 473-477, 

2012. 

[10] Mekha Jose, Hiding Image in Image Using LSB 

Insertion Method with Improved Security and 

Quality, International Journal of Science and 

Research (IJSR), ISSN (Online): 2319-7064, 

Volume 3 Issue 9, September 2014 

[11] Stefan Katzenbeisser, Fabien A. P. Petitcolas, 

Information Hiding Techniques for Steganography 

and Digital Watermarking -Book1, Artech House, 

Boston, 2000. 

[12] A. A. Attaby, M. F. M. Mursi Ahmed, and A. K. 

Alsammak, “Data hiding inside JPEG images with 

high resistance to steganalysis using a novel 

technique: DCT-M3,” Ain Shams Eng. J., 2016. 

[13] R. K. Singh, D. K. Shaw, and M. J. Alam, 

“Experimental Studies of LSB Watermarking with 

Different Noise,” ProcediaComput. Sci., vol. 54, pp. 

612–620, 2015. 
 

 
 

 

 
 

 

 

 

 


