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Abstract

Every business aims to be profitable through sales of its products and or services, this is possible
through entering new markets, selling to new customers, and increasing their sales across their
existing customer base continuously. One of the ways, to achieve this business goal is by
attesting to industry standards and frameworks, showing evidence of their operating control
environment to prove that firms are not susceptible to existing threats and have reasonable
future-proof controls against new, evolving threats. This can be achieved through compliance
certifications like SOC2, and ISO that have a very detailed set of control statements around
security domains like Access Management, Physical Security, Encryption, Data retention,
Privacy, Logging and monitoring, and many more. Firms need to attest to each of these controls
with evidence to show that they have what it takes to achieve this certification, this enables trust
and faith across the existing and new customers. Compliance is also a key pillar in terms of
conforming to all possible regulations that apply to the product and service lineup. Risk
management serves a more strategic approach of staying risk averse, ensuring risks are within
the risk appetite, and constantly communicating to leadership and senior management so that
decisions can be taken, and resources and budget can be smartly allocated.

Combining both these pillars of Risk management and compliance helps the firm scale new
heights, in terms of market access. For example: Firms following a risk-based approach,
successfully certify against industry frameworks as compared to their peers, this paper aims to
provide context on both pillars and helps provide an understanding of how Risk and Compliance
can tag team together to solve problem statements in favor of market access.
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1. Introduction

[1] There are many misconceptions about risk and compliance, often these concepts are used
interchangeably by executives and sometimes they are even assumed as the same thing. We
might have seen all these functions grouped up together and called GRC (Governance, Risk, and
Compliance) in many firms. Businesses believe that achieving compliance would position them
better in terms of risk management, and there are a few firms that would think having a better
risk management function would get you compliant. It’s important to understand both are
important and necessary functions to get you into markets, enable sales, and in turn generate
revenue, book profits, etc. There is an overlap between these functions, and when they both work
together seamlessly that is how we end up with a mature control operating environment. This
would help the firms be more proactive than reactive to information security threats. Risk
management is a subjective approach looking more into critical processes, technology, assets, etc.
from a strategic lens while Compliance is more an objective and tactical approach targeted to
achieve short-term goals of certifications or regulatory compliance, etc.
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2. Compliance vs Risk management

Compliance:

By definition, it means being compliant or adhering to a set of standards, framework, or
regulations for a variety of reasons, either it’s to comply with local, state, federal, or national
regulations, Or it could be an international standard or framework that helps with the commercial
sales of products/services.

[1] Compliance can be categorized into two buckets namely Regulatory compliance and
Commercial compliance.

Regulatory compliance refers to products that are compliant with regulatory frameworks like
FedRamp [2], and laws such as GDPR [3], and if in the financial services segment, they would
have to conform to procedures laid out by regulatory bodies such as FINRA [4], SEC [5].
Organizations in the health sector especially hospitals must conform to HIPAA [6] to ensure
patient data are handled with utmost due diligence in terms of security controls. Compliance with
these regulatory bodies and regulations is not optional but mandatory. These must be adhered to,
by businesses, non-compliance might result in sanctions on operations, monetary fines, etc.
These frameworks or procedures are kept with public interest in mind and aim to ensure equality
& justice to all the citizens, and residents within the scope of this regulation. These laws ensure
businesses don’t lose sight of their ethics and moral values in the light of competition and profits.
Fig 1: Regulations
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Commercial compliance - means firstly adhering to internal policies and procedures, in addition
to the external ones, it also extends to complying with 3™ party, industry frameworks like SOC2
[7], ISO [8], etc. If a product company complies with these frameworks, customers can rely on
these certifications and have faith in these products. These certifications help contribute to the
sales of products and services. The industry-wide certifications have a comprehensive set of
controls that need evidence to comply, thus customers. Compliance with internal policies and
procedures, helps businesses to have a matured security posture and stay clear of threats and
attacks to a certain extent.
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Fig 2: Commercial standards / frameworks
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Risk Management:

As per NIST, [9] The process of managing risks to organizational operations (including mission,
functions, image, or reputation), organizational assets, or individuals resulting from the operation
of an information system and includes: (i) the conduct of a risk assessment; (ii) the
implementation of a risk mitigation strategy; and (iii) employment of techniques and procedures
for the continuous monitoring of the security state of the information system.

The risk management framework consists of four basic steps, assuming the risk teams are
familiar with the organization’s context around Risk appetite [10] and Risk tolerance [11].

Risk identification step where risks are identified through various sources.

The analysis mainly qualitative and quantitative would help analyze and score the risks in terms
of rating (Critical, High, and Medium).

Risk response is the step where accountable executives will determine the next step meaning if
the risk needs to be mitigated and to what extent (usually within the risk appetite).

Risk reporting is a continuous monitoring step where risks are monitored and tracked for statuses
by the risk teams and management is kept up to date through reporting.

This mechanism is iterative and sort of cyclic whereas we can see from the below visual
Reporting feeds into identification meaning through residual risk posture or check-ins with teams,
there is a possibility of identifying risks as one of the sources, which then kickstarts the whole
lifecycle again.
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Fig 3: Risk Management Framework
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Compliance and Risk Management:
The following visual [1] helps understand some of the basic differences between Compliance
and Risk management, both are important functions in the business and are essential, they
complement each other well. The next section will help understand in detail, how firms can
achieve synchrony between these two functions to act as holistic enablers.

Fig 4: Compliance vs Risk management standpoint
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3. Method, Results, and Discussion

Compliance teams assess the current state environment based on the industry frameworks if it’s a
commercial compliance-related assessment, similarly for regulatory-related, the assessment
teams would measure the current state against the applicable or targeted regulations.

Quick overview - Risk management teams can pitch in and help the compliance teams in
between the Internal assessments (meaning conducted by internal teams) and external
assessments; performed by 3™ party independent auditors as recommended, Risk teams can work
with product and accountable teams to improve the operating environment in terms of controls
and try to remediate the gaps, thus helping the stakeholder teams help achieve the certifications.
This would get the firm SOC2 or ISO or any other Certification, playing a part in market access
and sales.

Fig 5: Compliance and Risk team partnership
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Detail — Before any certification or regulatory audit is conducted by the independent auditor
teams, Internal compliance teams “scope and plan” the entire engagement with the help of senior
management and stakeholder teams, Compliance teams usually scope out the stakeholder teams.
Once scoping is completed, teams are sampled for assessments, and a series of interviews are
conducted by the internal teams to assess the current state and compare it against the control
statements defined by the frameworks or regulations. This exercise gives everyone an idea on the
preparedness of the organization. The control statements are spread across security domains like
Access Management, Logging and monitoring, encryption, privacy, etc. These assessments are
usually called “Gap and Internal assessments”.

Once the assessments are completed and gaps are identified, accountable teams are asked to
work on treatment plans to mitigate the risks identified and bring them within the risk appetite,
preferably before the External assessments. Risk management teams can be an enabler in this
phase before the external assessments, can work with accountable teams, and advise them on the
best way forward strategically and not tactically. This approach can benefit the firm in the long
run and not just the assessment. Risk practitioners being subject matter experts with connections
to various security teams can guide the teams on what the holistic risk posture is and should be.
External assessment is performed by independent auditors to ensure no bias and some
regulations and processes mandate this approach. Reports with possible findings and/or
recommendations are submitted to the organization.

The risk management team again should use this report as an identification source, and document
these in the risk register, this would help in future assessments and projects involving the
accountable teams. Risk teams can keep it as part of the security agenda for the teams involved
ensuring these are not forgotten. Please see Fig 3 for the framework and Fig 5 for details.

RACISs between Compliance, Risk, and Accountable teams mainly engineering, and product are
always a good idea, because this approach delineates the responsibilities involved, and helps in
the plan of actions and milestones. The various action items are clear to everyone involved
including staff and leadership.

4. Conclusion

Compliance and Risk teams can be viewed as two sides of the same coin, both teams aim at
improving the risk posture of the firm. The approach taken by both sides vary slightly, where
compliance takes a more tactical approach with control statements and checklist as key, while
Risk management takes a more subjective and strategic approach trying to understand the critical
assets and processes and then working with relevant stakeholders on mitigating the risks,
improving the risk posture etc. Both these functions should be viewed as enablers by the firm
leadership, Senior management should ensure staff and leaders managing these teams work
seamlessly and not in contention against each other. As we have seen in the earlier sections, Risk
teams can “give” their time and effort in helping the compliance and product teams before the
external certifications or assessments, similarly, Risk teams can “intake” the findings from the
assessments, as part of their continuous monitoring function and bring into the fold via the Risk
register. This partnership will eventually help the firms firstly in strategically maturing the risk
posture and secondly, it will help firms tactically obtain compliance with regulations and
industry frameworks enabling more market access, thus driving sales.
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