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Abstract 

 This paper shows the Cybersecurity and IoT devices. According to SYSCOMM, 

the demand for IoT devices will be getting an increase. IoT devices are very 

reliable to use but they have a high rate of risk from the cyber-terrorist. With the 

rapid growth of the Internet-of-things (IoT), concerns about the security of IoT 

devices have become notable. This paper also shows some company methods to 

overcome the cyber-attack problem and demand for cybersecurity. Cyber-attacks 

are not new, but most IoT devices have not the ability to prevent themselves from 

cyber-attacks. 
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1 Introduction 

The rate of demand for IoT devices and technology is increasing day by day. Cyber-attack is an 

attack that causes us major damage to our social life. We have to try to protect our social life. 

The major disadvantage of IoT devices is they work only if they are connected to the internet, so 

any other attackers get access to the same network, then they get a high chance to control IOT 

devices with their device. IoT devices are used for the security purpose of the high-value 

product, it has to secure. It is going to easy for attackers and tough work for a developer to 

replace IoT devices with a small and cheap product. Here, this paper tries to shows the demand 

for cybersecurity, the Attack rate of cybersecurity. There are some industries where anonymous 

authentication is needed, and there are schemes which are designed to provide functionality as 

the server-aided attribute-based signature with revocation scheme proposed and the privacy 

authentication and key agreement protocols for group discussion in rigidly following the access 

policy is crucial in most application. There might be times where previously unauthorized users 

need to access encrypted data. E.g., Yang, Liu, and Deng proposed a lightweight break-glass 

access control system that supports the typical attribute-based access and unexpected break-glass 

access. Specifically, in the latter, a break-glass access mechanism allows one, say a medical 

practitioner at an overseas emergency department, to bypass the access policy to gain access to 
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the patient’s data stored in his/her home country healthcare system to formulate an immediate 

treatment plan  

Objectives 

 The main target is government websites, financial systems, news, and media websites, 

military network, are the main targets for cyber-attacks in cybersecurity threats. 

 IoT devices can provide computing function, large data storage, and network connectivity 

for equipment that previously lacked them, enabling new efficiencies and technological 

capabilities for the equipment like remote access for monitoring IoT devices, 

configuration, and troubleshooting of the IoT devices. 

 The objective of cybersecurity is to protect network devices which require a 

cybersecurity framework covering all layers of IoT systems and across platform 

boundaries. 

 IoT requires a cybersecurity framework covering all layers of the IoT systems and 

platform boundaries. However, the existing security solutions are not appropriate since 

they don’t scale to a large network of devices and cyber-physical systems with resources 

or real-time requirements. 

 

Methodology 

There are different types of cybersecurity assessment. The following sections show 

methodologies and provide additional information on the strengths and weaknesses of each. This 

document includes information on the methodologies: 

• network scanning 

• vulnerability scanning  

• password cracking  

• log review and analysis 

• file integrity checking 

• malware detection 

• wireless testing 

• penetration testing 

 NETWORK SCANNING: Network scanning involves tools to identify all hosts 

connected to a network and find the operating system and network services running on 

those hosts. Network scanning is typically accomplished using port scanners for network 

scanning that identify active hosts in a user-specified address range. Once the active hosts 

have been identified, they are scanned for open ports in the system port numbers are used 

to identify the network services that are likely operating on that host. 

  

  

  

 VULNERABILITY SCANNING: Vulnerability scanning involves a vulnerability 

scanner to identify out of date or expire software version, to identify applicable or 

manageable patches or system upgrades, and to validate compliance with the deviations 

from the security policy. As a network scanner, a vulnerability scanner identifies open 
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ports in the system, and major software applications running on hosts in the operating 

system. 

 

 PASSWORD CRACKING: User identification (ID) and passwords may be used as part 

of a defense in strategy for critical situations, like process control and safety operating 

systems, on the NPPDN. Access control to the NPPDN and NPP systems can be 

accomplished using access control lists (ACL), assignment of user ID and password, and 

levels of authorization in the system.  

  

 FILE INTEGRITY CHECKING:  

Checking the integrity of files involves a checksum for every guarded file and storing that 

file checksum in a database for future use. File integrity checkers are a tool for the system 

administrator to recognize unauthorized changes. Stored checksums should be 

recomputed daily to test the current value against the stored value to identify any file 

modifications. A file integrity checker capability is usually included with any commercial 

host-based IDS in the system. 

  

 MALWARE DETECTION: Malware detection involves software to detect viruses, 

worms, keystroke loggers, rootkits, or spyware on information processing systems, no 

matter the source of infection. And the overwhelming majority of malware attacks are not 

associated with energy production and control systems. These systems are becoming 

increasingly connected with IP networks and, therefore, are more susceptible to Internet 

threats.  

  

 WIRELESS TESTING: Wireless technology is rapidly growing in the area of 

networking. The use of wireless communications in energy production has been 

associated with the connection of distance through radio, microwave, or sometimes 

satellite to provide distant reach back. With the introduction of substation automation, the 

use of wireless applications is expanding in recent years. Wireless local area networks 

(WLAN) are rapidly replacing unauthorized system as the most popular back door into 

networks, because they may provide attackers the means to bypass firewalls and ID if the 

access point is placed within the security perimeters in the IoT system. 

  

 PENETRATION TESTING: Penetration testing is a methodology in which evaluators 

(e.g., the cybersecurity team or approved contractors) attempt to circumvent the security 

features of a system based on their understanding of the system and implementation. It is 

an iterative process where the testers attempt to leverage minimal access to gain greater 

access to the system. The purpose of penetration testing is to identify methods of gaining 

unauthorized access by using tools and techniques commonly used by attackers. 

HERE WE GOING TO SEE A COMPANY METHOD TO OVERCOME WITH CYBER 

ATTACKS PROBLEM IN HER CARS.  

    The company name is Tesla. What if the Tesla car got hacked? Tesla owner said that the 

biggest risk of an autonomous vehicle is somebody achieving a fleet-wide hack that will be the 

end of Tesla. So, if the car is doing something weird, you can press a button that no amount of 
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software can override that will ensure that you gain control of the vehicles and cut the link to the 

servers. 

 

EXPERIMENT 

There are many insecurities in the Internet of Things (IoT) devices consequently leading to 

more calls for regulation – connected devices themselves seemingly stayed just as insecure. The 

most common attacks on IoT devices are DDOS attacks.  

In these experiments, I try to check that how many people think that, India is not taking Cyber-

Attack seriously with the help of the Chi-Square test. 

 

RESULT 

 

Fig 1. 

The test results of paired samples rendered through survey analysis calculated using the chi 

square test resulted that the more amount of people thinks that India is not taking Cyber-attack 

seriously. According to Herjavec Group there will be 350% growth in open cybersecurity positions from 

2013-2021.  

According to Herjavec Group the importance of education and training for future IT 

professionals  
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Fig 2. 

 

 

Conclusion 

Internet of Things (IoT) is a famous key technology that makes the way for the next generation 

of industrial production systems. Smart factories will consist of self-organizing production 

systems that optimize themselves with regard to resource availability and consumption, even 

across company borders. These systems enable product individualization at costs of mass 

production and new smart services, including product optimization according to customer usage 

and de-centralized long-term product support. Today’s IoT systems are not sufficiently enhanced 

to fulfill the desired functional requirements and bear security and privacy risks. Particularly, 

attacks on cyber-physical systems may cause physical damage and threaten human life. The 

ubiquity of IoT devices may lead to a transparent society through seamless supervision of 

employees and customers. 
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Glossary 

1. IOT DEVICES: IOT Devices has the ability to transfer data without requiring human to 

human and human to computer physical contact.  
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2. SECURITY: Security has been defined as a process to protect a pc against physical 

damage, unauthorized access, theft, or loss, by maintaining high confidentiality and 

integrity of information. 

3. CYBER SECURITY: To protect social life of a person there is a department known as 

cyber security department, which play a important role in many victim's life 

4. Data Encryption: It is a cryptographic technique to protect the data confidentiality and 

integrity. In this technique readable data is converted into not readable format by 

applying some function like MAC on the data. 
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