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  ************************   

Abstract: 

Block chain could be a technology that gives the power to form new business models and solves 

trust issues during a more efficient way. It can cause many research opportunities and business 

innovations. Academia and industry proposed many block  chain  based  software  solutions  within a  

large range of domains. during this paper we present a system design where block chain technology is 

proposed to be utilized in the healthcare system, where the vital information regarding the medical 

analyses are shared between hospitals, medical clinics and research institutes supported access policies 

defined by  the patients. so as to safeguard confidential data,  our solution involves the employment of  

two sorts of chains: a personal one, the sidechain, which keeps information about real ID of the patients, 

and a public one, the main chain, which stores information about patients’ health data marked  with a   

brief ID. To test it, we developed the planning using Hyper ledger Fabric framework. Presented 

experimental results show good performance of the system in regard to the subsequent metrics: 1) the time 

needed to spot the medical data for a specific patient, and 2) the main chain propagation time of all the 

blocks within the peer to see network. 
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I. INTRODUCTION 

More and more areas of people’s daily lives 

continuously evolve into digitized forms. This also 

applies to healthcare, where a spread of health 

related information is generated by clinics, hospitals 

and different e-health applications [1]. During their 

life, people interact with an oversized number of 

medical specialists, each of them stores data in their 

IT systems, resulting in a fragmented system and 

databases that don't seem to be interconnected. 

Block chain could be a new technology that 

supports sharing of values. In recent years, it's been 

applied in various areas, the foremost important is 

that the financial one. Block chain may be a digital 

ledger where there are stored all the executed 

transactions. It uses a distributed, peer-to-peer 

network to create endless growing list of ordered 

records called blocks. Every block contains a 

collection of signed transactions and is validated by 

the network itself, by means of a consensus 

mechanism. Copies of the block chain are 

distributed  on   each   participating   node within 

the network. Block chain is considered a permanent 

database because the implemented algorithms 

prevent alteration of the already stored information. 

Any system responsible with handling and storing 

medical data must take into consideration the user 

rights imposed by the legislation in 
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effect, like European General Data Protection 

Regulation (GDPR) EU 2016/679 on  the  

protection of private data. GDPR applies to any 

entity that processes personal/health data and is 

established within the international organisation, or 

is established outside the EU, but processes data of 

persons from EU. Implementing such rules in 

blockchain technology could be a real challenge, 

considering the      actual       fact that       almost   

all blockchain implementations are built as an 

immutable ledger. during this paper we propose an 

innovative    model    of    health    care     IT  

system supported privacy preserving. Users are 

recognized as owners of their own data and have 

full control over it. they'll apply various security 

policies, like sharing data with specific clinics or 

institutions and may contribute anonymously to 

certain statistics. The blockchain uses public key 

cryptography to make an immutable, append-only, 

timestamped chain of content. Our system design 

proposes two styles of blockchains: a public 

mainchain and a  non-public sidechain. reckoning 

on the sort of node (trusted or untrusted), each of 

them contains a copy of the mainchain, or both 

blockchains. because of privacy reasons and an 

outsized amount of knowledge generated by all the 

participating institutions and devices, the content of 

the nodes is made only by a collection of links to 

health data, permissions and other auxiliary 

information. the info themselves (the medical 

analysis) can be stored either by the institutions that 

generated it or within the cloud. The article is 

organized as  follows. the  following section 

presents an  summary of  related   works within   

the scope of blockchain-based solutions for 

healthcare. Section III describes the proposed 

system design, including detailed description of the 

applied transactions and security mechanisms. In 

Section    IV    we    present     experimental leads  

to order to judge the performance of the proposed 

system. At last, the ultimate section concludes the 

article. 

II. RELATED WORKS 

Within healthcare, variety of blockchain-based 

solutions are proposed to integrate clinics, doctors, 

and patients with the aim of providing improved 

quality services during a timely manner. [2], the 

authors present an application entitled MedRec that 

uses smart contracts built over a public Ethereum 

blockchain to define patient-provider relationship, 

viewing and data retrieval permissions too. The 

mining algorithm is Proof-of-Work; medical 

stakeholders     are      rewarded for      his      or   

her contribution to aggregate anonymized medical 

data  as  mining  rewards.  Using  such  a  system  

in reality, where personal data,  whether 

anonymous, is    employed for    purposes apart 

from the  initial one,  may   determine   clients to 

not use such services. additionally, if it's not used 

an efficient anonymization process, the patients’ 

identity are often disclosed, that the protection of 

private data is not any longer met. 

In [3], it's presented a blockchain–based 

architecture where the system uses public key 

infrastructure to represent users' digital identities. 

Identities      are      recorded       directly within   

the blockchain to make sure that users holding the 

corresponding private key can log in. Those 

identities are created for clinicians to facilitate data 

sharing and to induce better decisions for patients, 

but  this  contravenes  the  protection of   non- 

public data. 

An attribute-based signature scheme with 

multiple authorities is described in [4], during 

which a patient endorses a message in  keeping  

with the attribute without disclosing any 

information. The system design considers the 

subsequent entities: a server on which information 

is stored, variety of N authorities, data verifiers, and 

patients. Authorities are represented by different 

organizations within the medical 

system, like medical research institutes, hospitals, 

medical insurance companies, etc. and have the  

role to simply accept the registration and exchange 

of patients’ medical data. Although the 

mathematical model assures the confidentiality of 

the patient's identity, entities that ought to not have 

access to data, like research institutes or insurance 

companies, must not be included within the process 

of identifying patients. Also, employing a single 

server to store medical data of all patients would 

make the system fail when the entity isn't connected 

to the network. 

Q. Xia et al. [5] propose a blockchain-based 

system that has medical data sharing among  

medical big data custodians in a very trust-less 
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environment. the most purpose of the  blockchain  

is to keep up an immutable database where 

associated  with delivery  and   request of 

knowledge are stored. The authors introduce a 

special form of child-block that's attached to the 

parent block as a side block. Its role is to avoid 

wasting logs created by smart contracts with 

requests from different entities. Each data request is 

signed by the user and checked by the authenticator. 

If the request is valid, then the requestor will 

receive the requested information, 

encrypted, together with a sensible contract. it'll be 

activated with data decryption and can monitor the 

info. Processing and consensus nodes receive 

information regarding data handling, which is able 

to attach to the corresponding parent block – 

containing particular data request - as a side block. 

In [6] it's proposed a blockchain-based 

healthcare system that integrates the patients, 

medical sensors, doctors and hospitals. the 

information are  stored  outside  blockchain to  

boost the performance, whereas the blockchain is 

employed to store only a part of data or a pointer to 

that. Nodes called gateways, are devices that have 

enough power and energy, and will be laptops or 

mobile phones. The medical sensors transmit 

information to the system only through the 

gateways. Smart contracts are wont to maintain the 

access policies, as an examplepatient-doctor 

relationships, but the thanks  to accomplish  this 

task isn't described. 

In turn, in [7] the authors present a 

healthcare blockchain approach for sharing patient 

data. The trust is predicated on a network 

consensus, which is an agreement on the proof of 

structural and semantic interoperability. During this 

process, called Proof of Interoperability, the miners 

check if the analyses are interoperable with a  

known set of semantic and structural constraints. 

Therefore, the medical analyses of the patients also 

are visualized by other entities besides the medical 

clinic where the analyses were performed. Without 

much details, the authors use smart contracts as 

security policies. 

The    varied literature    reviewed during 

this section doesn't provide concrete information or 

provides no information on  how  the  

confidentiality of private data is ensured. Medical 

analyses are personal data that has to be accessible 

only to the patient and to well-established entities. 

Reviewed proposals, yet as many others (for 

example, [8-11]), keep patient’s IDs in publicly 

accessible blockchain transactions, and thus make 

patients prone to tracking records of their medical 

services. Our approach offers to patients the 

understanding that their data is well protected, 

jointly with her/his privacy. The proposed solution 

puts the patients first,  so  their  medical  data will 

be accessed only through security policies, and 

therefore the policy transactions are accessible 

through  publicly   available   blockchain.  

However, the general public blockchain contains 

the   patient’s    temporary    ID    only,    therefore 

it doesn't allow tracking history of patient medical 

treatment. Moreover, in our system design, patients 

are considered owners of their own medical 

analysis, have full control over them, whether  or 

not those are stored on clinics’ datacenters. With in 

the following sections we detail this idea by 

presenting the system architecture, employment and 

experimental results. 

 
III. DESIGN OF THE PROPOSED SYSTEM 

In this section we present the planning of a 

secure system that ensures the confidentiality and 

authenticity of the patient’s medical data. The 

system includes the most actors of the health  

system, like patients, doctors, medical institutions 

(hospitals, clinics, etc.) and other entities that want 

to access the medical data (for example research 

institutes, emergency service, insurance companies, 

employers,  etc.).  The  system   contains 

information like the entities that have access to data, 

their type, the doctors and therefore the patients 

within the system, patients’ medical information, 

and access policies to those data. Patients are 

recognized as owners of their medical analysis 

results, have full control over them and may apply 

access policies any time. Data dissemination is 

completed through blockchain technology, and 

every node     within     the      network incorporates 

a complete copy of the ledger. 

Considering personal data protection, the 

system covers two varieties of nodes: trusted and 

untrusted, furthermore as two varieties 

of blockchains, as shown in. 
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Figure 1. counting on the nodes’ level of 

confidence, they  will accessonly the  general  

public blockchain referred to as mainchain 

(untrusted     nodes)     or     both blockchains, 

more precisely the mainchain and also the private 

blockchain referred to as sidechain (trusted nodes). 
 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Logical concept of the system design 

 

Among the most actors of the health system 

there are the institutions that want to access the 

medical analyses (research institutes, insurance 

companies, employers, etc.). Within the system 

design, those entities are represented as nodes. 

Their role is to store a duplicate of the blockchain, 

to process incoming requests and to question the 

data. Nodes are divided into trusted nodes 

(approved medical institutions) – their role is to 

validate transactions and take decision if a brand 

new transaction is inserted within the blockchain; 

and untrusted nodes – all other entities who want to 

access medical data, as shown in Figure 2.existence 

of two forms of ledgers: a 

mainchain that's accessible by all the nodes and a 

sidechain that's accessible only by the trusted 

nodes. Each style of blockchain is represented as an 

immutable linked list of blocks and every block is 

represented by one or more transactions. 

 

 

 

 

 

 

 
Figure 2: Peer to peer network 

Figure 3 illustrates two styles of transactions kept in 

an exceedingly mainchain: storage transaction and 

policy transaction. Storage transactions are created 

following the interaction between a patient and a 

medical institute. After the patient gives her/his 

consent, information about her/his medical analysis 

is   published within    the mainchain, and    also  

the analysis is stored within the clinic’s internal 

database. So, within the mainchain there's saved 

only a reference (pointer) to the patient’s health 

data, whereas the info is kept securely in dedicated 

storage infrastructure, protected by adequate 

security mechanisms, both in terms of access 

control and anomaly detection [12][13]. Taking into 

consideration that each one the nodes within the 

network have access to the present blockchain, 

mainchain transactions don't contain personal 

information like name, birth date, etc. These 

information are stored at external repository, as an 

example using the OpenMRS, an open source 

electronic anamnesis system[14]. 

On the opposite hand,each mainchain 

transaction contains a novel temporary ID which 

will discreetly identify the patient. 

The sidechain is distributed and maintained only by 

trusted nodes. to shield personal information, 

untrusted   nodes don't have   access to   the  

present ledger. in line with Figure 4, each block is 

represented by a transaction created by the entity (a 

trusted node) that created a storage or policy 

transaction   within   the    mainchain. the 

knowledge stored within the sidechain is required to 

link the patients’ temporary ID that's found within 

the mainchain transactions and also the patients’ 

real identity. 
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A. Transactions 
 

 

 

 

 

 

 

 

 

Figure 3: Mainchain storage and policy transactions 

 

Each trusted node keeps a white list of all 

trusted nodes within the network. Trusted nodes 

authenticate to every other  using the   general 

public Key Infrastructure (PKI). We assume that 

adding a replacement node to the white list is 

managed by the supervising entity (for example 

national public health agency). during this way, the 

mainchain may  be  a reasonably permissioned 

blockchain, where all entities can send requests and 

browse the ledger, but only trusted nodes are 

allowed to feature new   blocks.  In  turn, the 

sidechain may  be   a private    blockchain, 

since it's accessible   solely for trusted   nodes. 

Therefore, for both blockchains fast and light- 

weight consensus   algorithms are   often applied 

that depend  on majority    confirmation.  After  a 

storage/policy transaction ismade, it's broadcasted 

to any or all trusted nodes. These nodes check the 

transaction validity and, if majority of them 

consider the transaction to be a sound one, the 

origin node creates the new block attaching the 

transaction to the mainchain, and next broadcast the 

updated ledger to the whole peer-to-peer network. 

Similarly, the identical procedure is applied within 

the sidechain case, except the last step when the 

ledger is redistributed only to trusted nodes. 
 

Figure 4: Sidechain link transactions 

As we mentioned within the previous 

section,  the  mainchain  includes   two varieties 

of transactions:    policy     and     storage, 

whereas within the sidechain there are only link 

transactions. 

Storage transactions are created by medical 

institutions as a consequence of analyses made on 

patients. this sort of transaction contains the 

subsequent characteristics (see Figure 3): the 

temporary       patient       ID        (unique for 

every transaction), the patient’s digital signature 

for proving that the transaction had been accepted 

by the patient, the doctor’s ID, the doctor’s 

signature, the medical institution’s ID, the 

medical institution’s signature, the timestamp, the 

info type, the information link, the info hash and 

also the hash of the previous block. After a 

patient is consulted within a health center, the 

system authenticates his/her identity using PKI 

scheme  and  queries  the  sidechain  for a  

singular temporary patient ID useful for storing 

the related transaction into the mainchain. The 

metadata about medical analysis are sent to the 

patient’s wallet application signed with the 

clinic’s signature and also the doctor’s signature. 

The patient reads them and, if he/she agrees, 

signs and returns to the medical node that next 

creates a  replacement mainchain  transaction. 

The health facility who created the mainchain 

transaction is  additionally answerable 

for creating a replacement transaction within a 

sidechain that records the correspondence 

between the temporary patient ID and real 

identity. Next, the medical node broadcasts the 

transaction to any or all other trusted nodes. The 

white list nodes check the transaction, more 

exactly validate all the signatures: the health 

facility which  created  it,  the   doctor’s  

signature and also the patient’s 

signature, further as authenticate the sending 

node. If the transaction passes the necessities, the 

new block is appended to the blockchain and 

therefore the clinic broadcast it. 

Medical     analyses     are      stored during  

a database external to the blockchains, but 

internal to the treatment room. At this stage, the 
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correspondence between the patient’s temporary 

ID and patient’s real identity is understood only 

by him/her (it is kept within the wallet 

application) and also the trusted nodes within the 

white list (through a sidechain transaction). This 

prevents    untrusted    nodes    (research 

institutes, insurance companies,   employers, 

etc.) to find personal  information, 

because they're not allowed to question the 

sidechain. health center is liable for the medical 

data preservation and data authenticity, 

nevertheless  the mainchain will 

be accustomed verify if the information has been 

modified using the hash stored in each storage 

transaction. 

Policy transactions are created when the 

patient applies a specific security policy  

regarding his medical data. This sort of 

transaction contains subsequent characteristics 

(see Figure 3): the patient’s signature, the 

patient’s temporary ID (from the storage 

transaction) / the list of patient’s temporary IDs 

(if there are over one, since single policy 

transaction may involve different medical 

records), the ID of the granted institutionz2` 

(research institutes, assurance companies etc.) 

that created the transaction, the sort of policy 

(allow/deny) and also the hash of previous block. 

The entity which stores the medical analysis is 

responsible to form the storage transaction when 

the patient requests it. After the patient contacts 

the institution who stores the information, it 

creates a policy transaction signed by the patient 

and broadcasts it into the complete peer-to-peer 

network. All the nodes within the white list verify 

the transaction’s validity. If the transaction passes 

this requirement, it's appended to the mainchain. 

Link transactions are created in conjunction 

with storage transactions. this kind of transaction 

contains the subsequent fields (see Figure 4): the 

patient ID, the temporary patient ID (unique to 

every link transaction), the temporary patient 

public key  (unique to  every link  transaction), 

the treatment room ID (which created the related 

storage transaction) and also the hash of previous 

block. These transactions are stored within the 

sidechain that's maintained and accessed only by 

trusted nodes. Its role is to save lots of the 

correspondence between the patient’s real 

identity (patient ID) and his/her temporary 

identity,generated independently for 

every performedmedical  analysis. during 

this way,the system ensures the confidentiality of 

private data   because 

browsing ofknowledge stored withinthe mainchai 

n,    which    is    accessed    by     all     the  

nodes, doesn't make it possible to trace the 

history of a given patient's medical events. 

It should be noted that the architecture and 

mechanisms of the proposed system go with the 

necessities imposed by the legislation regarding 

the protection of private data, like EU General 

Data Protection Regulation(GDPR). 

 

One of the rights granted by GDPR is to 

access one’s own personal data. The medical 

institutions make sure the data availability and 

authenticity, so users have the  chance to  

question the blockchain about each transaction 

regarding its ID. Another assured right is data 

portability – a user has the likelihood to transfer 

its data from one data controller to a different. In 

our    system    design,    data     access is    

created through the safety policies stored within 

blockchain. the correct of an user to object to the 

processing its personal data is ensured by the  

very fact that processing  personal  data is  

formed only after the patient  agrees  to  access  

it. the correct of information erasure is performed 

by the medical institutions that store / control 

data. because the data isn't stored within the 

blockchain, the method won't ail the blockchain 

immutability concept. Right to rectification is 

finished through right to data erasure and 

therefore the creation of a brand new storage 

transaction. the correct just in case of breach is 

ensured by the actual fact that an user can check 

if her/his  data are altered  through the 

information hash stored within the mainchain. 

Through policy transactions that are public, the 

user can see who has (or had previously) access 

to her/his medical data, therefore the right to be 

told is achieved. 

B. Proposed securitymechanism 

The purpose of  the  proposed  security  mechanism 
is to guard the identity of patients and also 
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the confidentiality of private data. The  system  uses 
methods like sidechains and temporary IDs to ensure the 
patient’s anonymity. Moreover, the patients’ consent to the 
publication of knowledge is represented by digital 
signatures. Digital signatures are wont to associate medical 
analysis  with   doctors   that   made   them and   therefore 
the issuing medical institutions. Since the mainchain is 
accessible by non-trusted entities, all stored information that 
may be attributed to patients, like the ID or electronic 
signature, is exclusive to every entry. 
Table I presents the algorithm for creating storage 
transaction, which has the generation of patient public- 
private keys and signing  medical  analysis.  The  
mechanism relies on cryptographic key pairs used for 
authentication and messages signing. In our implementation, 
we use the public-  key  cryptosystem  RSA  [15], one 
among the foremost popular asymmetric cryptography 
algorithm. On the left side of the table there are presented 
the operations performed by the patient through his/her 
dedicated application. the proper side of the table presents 
the operations performed by the clinic node, more exactly 
the entity that generates the medical analysis. 

 

 
 

The key pair (ski, pki) is generated at patient wallet 

application; each pair of keys is exclusive for every medical 

analysis  m.   The   client   publishes   his   public   key  

(pki) because the trusted nodes verify the storage  

transaction validity (the secret's later stored within the link 

transaction). almost like the public- private key pair, the 

patient’s identity is exclusive within the mainchain. The 

patient incorporates  a static  ID  which  is   found within  

the sidechain and is thought only by trusted nodes. within 

the next steps, the patient receives the results of the medical 

analysis, m, signed by the clinic (sc) and by the doctor   

(sd). the general public keys are shared on a frenzied key 

server; thus the patient can verify both signatures. Signing 

the medical analysis by patient (sp) implies that he/she 

agrees to publish the information within the mainchain. 

After acceptation of medical analysis by the patient, the 

clinic node generates a storage transaction and distributes it 

to the opposite nodes to verify. 

 

 
 

Table II presents the transaction verification  mechanism 

within the consensus phase. On the left side of the table are 

presented the operations performed by the generator trusted 

node that's the source of the new transaction, and on the 

correct side of the table are presented the operations  

performed by each of the trusted nodes (except the generator 

node). The transaction may be a message (m) signed by the 

patient (sp), the doctor (sd) and also the clinic (sc). Trusted 

nodes check each of  those signatures  using the  general  

public key of every of the three entities: (np, Ep), (nd, Ed), (nc, 

Ec). Public keys are known bythe entire peer-to-peer trust 

network. The results of those three operations could be a new 

set of messages (vp, vd, vc). Message  digest  H()  is  

calculated for every of those values. additionally, the message 

digest H’() of the signed data is computed. If each pair of 

digests is  equal,  then  the  signatures  are  valid.  For the 

whole transaction to be valid, all three signatures must pass 

this verification. Each trusted node executes those operations 

and sends to the generator trusted node his answer ai (1 or 0). 

The generator trusted node collects all the answers from all  

the trusted nodes and computes the proportion of positive 

answers. If quite 50% of the trusted nodes considers that the 

transaction is valid, the generator appends the new block to  

the mainchain and broadcasts it to the whole peer-to-peer 

network. 

The security level within the proposed schemas is decided by 

the parameter n (which jointly with e creates a public key), 

more precisely its length, in bits - the more sensitive is that  

the information, the longer the key length must be. in keeping 

with the NIST recommendation [16], we propose to use the 

minimum value of 2048 bits. 
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IV. IMPLEMENTATION AND VALIDATION 
To evaluate the system presented in previous sections, 

we use open source Hyperledger Fabric framework [17] and 

Linux Ubuntu OS. the  aim of  the  implementation  is to  

check the proposed solution, to spot security  breaches,  

leakage of   knowledge,    identify    possible    components 

that weren't taken under consideration when the system was 

designed,   and to   spot possible    system    optimization.   

The prototype application implements the most components of 

a blockchain based software like blockchain display, 

blockchain query, adding new transaction, transactions 

validation, creating blocks and appending them to blockchain, 

broadcast blockchain,  and  blockchain  integrity  check. 

Within one software package, the applying creates a virtual 

network within which terminals are considered as  nodes. 

These terminals can emulate both, trusted and untrusted nodes. 

Within   trusted   nodes,    the    user    can    perform 

operations like mainchain view, sidechain view, add storage 

transactions and add policy transactions. Within untrusted 

nodes, there will be performed actions like view mainchain 

and  query the  appliance to  get the regard  to medical  

analysis supported patients’   temporary   IDs   that    are  

found within the mainchain and are unique for every analysis. 

Performance tests are done by test automation, introducing 

functions for automatically generating an outsized amount of 

information, and for measuring the execution time. Their 

purpose is to check the performance of the system, the 

flexibility to handle an oversized amount of information, the 

execution time, and also the correctness of software modules 

implementation. within the following, there are presented two 

tests that take under consideration the time needed to spot the 

medical data for a given patient, and therefore the mainchain 

propagation time to any or all the blocks within the peer to 

look network. 

The tests were performed on the virtual machine on which are 

installed and configured the prototype application and other 

auxiliary software modules, like frameworks, libraries, and 

packages required to run. Within the virtual machine the 

trusted nodes are simulated with the processing unit and 

storage unit, the untrusted nodes with the processing unit and 

storage unit, and therefore  the peer-to-peer  network. 

computer the search time  is  satisfactory, because  it may  be 

a few seconds for the blockchain of a length 150,000 blocks. 

Moreover, the system shows good scalability, as search time 

increases linearly with blockchain length, so we will expect 

that  even  for  a  ledger  with various blocks  the   search   

time are still acceptable using the acceptable technical 

infrastructure (servers with good performance metrics). 

 

 

Figure 6 presents the results, with 95% confidence intervals, 

of the test that measures the propagation time of the  

mainchain to all or any nodes in step with the amount of 

blocks. The OY axis represents the time (in seconds) after 

which other nodes update their ledger and also the OX axis 

represents the   amount of   blocks within    the mainchain. 

The propagation of mainchain could be a results of validation 

of a brand new storage or policy transaction within the 

consensus mechanism. After over 50% of the nodes consider 

the 

 

150,000  blocks).  During the  quality operation  of  the  

system there's no have to transfer the entire chain whenever, 

but only the lasts blocks of the ledger. during this case, the 

propagation time has an almost constant value of 8 seconds 

(see Figure 6). 

However, the propagation time of the mainchain to  all  or  

any nodes, in a very world application depends greatly on the 

geographic position of the medical clinics’ IT equipment and 

therefore the bit rate available within the network. 

 

Figure 6: Propagation time of the mainchain to all the 

nodes 
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V. CONCLUSION 
Medical analyses are personal data that has to be accessible to 

the patient and to well-established entities. This paper 

describes a collaborative system involving the sharing of 

medical    data    between    medical   entities   and  ancillary 

institutions like research institutes, insurance companies, etc. 

Using technologies like blockchain and  public key 

cryptography, the system design ensures the confidentiality of 

private data and recognizes the patient because the owner of 

his data.   Thereby, the proposed   system meets the 

necessities imposed by regulations on personal data protection. 

Access to data is transparent, so health information is accessed 

by ancillary entities based only on security policies. The 

application’s workflow ensures that medical information 

created by a medical unit is validated by other trustworthy 

entities.  The implementation  of  such  a   protocol 

in world would bring many advantages to all or any the actors 

involved. Patients should easy manage their medical analyses, 

hospitals can provide a higher quality medical service, while 

research   institutions  can  get easy accessibility to a 

awfully useful health database. 

Our future works will target integration of the 

proposed system with real medical data storage infrastructure 

that implements international standards for healthcare data 

exchange, like HL7 [18] and openEHR [19]. 
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