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Abstract: 
 

Internet banking transaction should have layered protection against security threats, the providers 

should approach security considerations as part of their service offerings. And heard a lot about hackers 

and crackers ways to steal any logical password or pin code number character, crimes of ID cards or credit 

cards fraud or security breaches. In existing framework, identification can be equated to a username and is 

used to authorize access to a system. As usernames can be lost or stolen, it is necessary to validate that the 

intended user is really the person he or she claims to be – the authentication process. Biometric based 

authentication and identification systems are the new solutions to address the issues of security and 

privacy. The Face Recognition is the study of physical or behavioral characteristics of human being used 

for the identification of person. These physical characteristics of a person include the various features like 

fingerprints, face, hand geometry, voice, and iris biometric device. So implement real time authentication 

system using face biometrics for authorized the person for online banking system. The general objective of 

our project is to develop fully functional face recognition, verification system provide and understand the 

key aspects of these major technologies, namely those relating to the technological, application entity 

domain, social environmental system and performance aspects. And also provide multiparty access system 

to allow the multiple persons to access the same accounts by providing access privileges to original 

account holders. Experimental results show that the proposed system provide high level security in online 

transaction system than the existing traditional cryptography approach. 
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I. INTRODUCTION 

AI (artificial intelligence) is the simulation of 

human intelligence processes by machines, 

especially computer systems. These processes 

include learning (the acquisition of information and 

rules for using the information), reasoning (using 

rules to reach approximate or definite conclusions) 

and self-correction. Particular applications of AI 

include expert systems, speech recognition and 

machine vision. AI can be categorized in any 

number of ways, but here are two examples. The 
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first classifies AI systems as either weak AI or 

strong AI. Weak AI, also known as narrow AI, is an 

AI system that is designed and trained for a 

particular task. The Turing Test, developed by 

mathematician Alan Turing in 1950, is a method 

used to determine if a computer can actually think 

like a human, although the method is controversial. 

II. EXISTING SYSTEM 

Online security remains a challenge to ensure 

safe transacting on the internet. User authentication, 

a human-centric process, is regarded as the basis of 

computer security and hence secure access to online 

banking services. The increased use of technology 

to enforce additional actions has the ability to 

improve the quality of authentication and hence 

online security, but often at the expense of 

usability. Today, there are a number of technologies 

in use to combat fraud in the banking industry. One 

of these is the use of One Time Passwords (OTPs), 

which is a fraud prevention technology specific for 

e-banking transactions. The most basic method 

displays a time-dependent code that a user is 

required to input into the banking interface. Smart 

cards and USB tokens are other security measures 

employed by banks that work by verifying the user 

through their possession of a smart card or USB 

device. This approach analysis the sender and 

receiver of the transaction and compares with 

identified fraud patterns. This approach requires no 

additional hardware for the user as all analysis is 

done in the background. However, this too comes 

with its disadvantages, as there will be a loophole in 

the system when new fraud patterns occur before 

they are detected. Also, occasionally genuine 

transactions will be forwarded to call centers which 

then inconvenience customers. 

III. PROPOSED SYSTEM: 

Internet banking is now very popular among 

consumers because it provides a convenient way to 

perform transactions from anywhere using smart 

devices. This project aims at enhancing the security 

of Internet banking system with additional face 

biometric Authentication combination. Internet 

banking now uses Static User ids and passwords 

along with OTP-One time Passwords to mobile 

number. Although this is the best security feature 

available to date, this security method is still 

vulnerable and it is very important to enhance the 

existing security. The term biometrics refers to the 

emerging field of technology devoted to the 

identification of individuals using biological 

behaviors. Biometrics is a powerful combination of 

science and technology that can be used to protect 

and secure our most valuable information. But, now 

with technology advancement and cost of Biometric 

devices coming down, we have probabilities to 

integrate Biometric Technology to Online Banking. 

Face biometric can be used to provide cost effective 

rather than other biometric features such as 

fingerprint, iris and other features. And also extend 

the process to implement the system with 

multiparty access. The user of the account is 

considered as primary user. The primary user 

provides the permission to access account to other 

persons considered as secondary users. The primary 

user set the limit for secondary access. At the time 

of login verification, face can be recognized as 

whether it is primary or secondary. The OTP based 

password can be send at the time transactions. 

Finally SMS alert send to primary user with detail 

description of user name, time of access, amount 

details. Session time analysis can be used prevent 

from infrequent access. 

A.Bank Interface Creation:  

Internet banking is thus changing the way 

people shop and how retailers operate. There is a 

steep decline in traditional payment methods such 

as cash and cheque and people are choosing the 

emerging digital payment technologies as they 

render convenient and flexible methods for 

conducting cashless financial transactions. 

Therefore online banking is reshaping the financial 

services ecosystem and more consumers are using 

their mobile devices for payment-related 

transactions as well as for accessing sensitive 

personal information. However, this technology and 

digital convergence has also attracted the threat of 

cyber-attacks and made banks and financial 

institutions more vulnerable to fraud. It has led to a 

new breed of fraud perpetrators that use 

sophisticated technologies to hack into personal 

devices and corporate networks. Traditional 

techniques such as password or tokens are no match 

to their attacks. User Interface is an important 
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component of every computing system. In this 

module, we can design the interface for ATM 

transactions in banking system. In this module, 

admin and user interface created. Admin can be 

view the details of users, accounts details and so on. 

The user can be performing various operations such 

as net banking, credit card transactions, debit card 

transactions and on. 

B.Face Detection:  

A facial recognition is a computer 

application for automatically identifying or 

verifying a person from a digital image or a video 

frame from a video source. One of the ways to do 

this is by comparing selected facial features from 

the image and a facial database. It is typically used 

in security systems and can be compared to other 

biometrics such as fingerprint or eye iris 

recognition systems. In this module we use, for 

performing HAAR cascade algorithm, a set of 

features selected based on the tolerance level of 

spatial deviation. This allows a rapid convergence 

of the algorithm which processes only these points 

and cancels points which presents spatial deviation 

value superior to the tolerance value. In contrast, 

correspondence concerns all intersecting points.  

 

C.Access Permissions:  

Multi-party authorization (MPA) is a 

process to protect online transactions from 

undesirable acts by a malicious insider or 

inexperienced technician acting alone. MPA 

requires that a second authorized user approve an 

action before it is allowed to take place. This pro-

actively protects data or systems from an 

undesirable act. In this module, user of account 

specified as primary user. In this module, primary 

user provides access permission to secondary users 

with predefined threshold values. Admin can store 

details of secondary users with relationship 

information. 

D.Face Verification:  

In this module, perform the verification of 

multiple users using classification algorithm named 

as Convolutional neural network algorithm. CNN is 

a type of instancebased learning, or lazy learning 

where the function is only approximated locally and 

all computation is deferred until classification. The 

CNN algorithm is amongst the simplest of all 

machine learning algorithms: an object is classified 

by a majority vote of its neighbors, with the object 

being assigned to the class most common amongst 

its k nearest neighbors. Based on classification 

results, user enters into the system. 

 

 
E.OTP Generation:  

A one-time password (OTP) is a password 

that is valid for only one login session or 

transaction, on a computer system or other digital 

device. A number of OTP systems also aim to 

ensure that a session cannot easily be intercepted or 

impersonated without knowledge of unpredictable 

data created during the previous session, thus 

reducing the attack surface further. 

F.SMS Notification:  

SMS Notifications are out-of-band text 

messages sent in response to events or transactions 

which occur somewhere else. While often used as a 

marketing tool to increase the percentage of 

returning visitors, SMS notifications are very useful 

for organization and public safety purposes as well. 

Finally provide SMS alert to primary users about 

the transactions. The details of the transactions has 

user name of account access, timing details, amount 

details, mode of payments and so on. Based on 

these details, primary user easily knows the 

transactions details up to date. 

IV. CONCLUSIONS 

As the level of security breaches and transaction 

frauds increase day by day, the need for highly 

secure identification and personal verification 

information systems is becoming extremely 

important especially in the banking and finance 
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sector. In this project, we can implement face 

recognition system to ATM banking application in 

real time environments. Face Recognition features 

can be used to make net-banking systems more 

secure for authentication purpose in banking based 

security systems. The ID can be stolen; passwords 

can be forgotten or cracked but the physical 

characteristics of a person cannot be stolen or 

hacked. The Face Recognition identification 

overcomes all the existing problems. And also 

provide multi-person access control to provide 

access privileges to users with improved security. 

Finally provide real time alert system about 

unauthorized access and multi person access.  

FUTURE ENHANCEMENT 

In future, we can extend the framework to 

implement an ATM security by using fingerprint 

recognition and GSM MODEM took advantages of 

the stability and reliability of fingerprint 

characteristics. Additional, the system also contains 

the original verifying methods which were inputting 

owner's password which is send by the controller. 

The security features were enhanced largely for the 

stability and reliability of owner recognition. The 

whole system was built on the technology of 

embedded system which makes the system more 

safe, reliable and easy to use. 
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